apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: perform-hardware-checks-bash
spec:
  params:
    - name: bmc_ip
      description: "The IP address of the BMC"
      type: string
    - name: bmc_user
      description: "The username for the BMC"
      type: string
    - name: bmc_pass
      description: "The password for the BMC"
      type: string
    - name: host_mac
      description: "The target MAC address to find the NIC slot for"
      type: string
  steps:
    - name: perform-hardware-checks
      image: curlimages/curl:latest # Ensure this image has curl and jq installed
      script: |
        #!/bin/bash
        set -e # Exit immediately if a command exits with a non-zero status.

        BMC_IP="$(params.bmc_ip)"
        BMC_USER="$(params.bmc_user)"
        BMC_PASS="$(params.bmc_pass)"
        HOST_MAC="$(params.host_mac)" # The MAC address to check
        SESSION_URL="https://$BMC_IP/redfish/v1/SessionService/Sessions/"
        SYSTEM_URL="https://$BMC_IP/redfish/v1/Systems/"

        # Create a session to get the X-Auth-Token
        RESPONSE=$(curl -sk -X POST "$SESSION_URL" -H "Content-Type: application/json" -d "{\"UserName\": \"$BMC_USER\", \"Password\": \"$BMC_PASS\"}" -i)
        TOKEN=$(echo "$RESPONSE" | grep "X-Auth-Token" | awk '{print $2}' | tr -d '\r')

        # Use token for subsequent requests
        AUTH_HEADER="X-Auth-Token: $TOKEN"

        # Fetch system information
        SYSTEM_ID_URL=$(curl -sk -H "$AUTH_HEADER" "$SYSTEM_URL" | jq -r '.Members[0]["@odata.id"]')
        MANUFACTURER=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$SYSTEM_ID_URL" | jq -r '.Manufacturer')

        echo "Manufacturer: $MANUFACTURER"

        if [[ "$MANUFACTURER" == *"Dell"* ]]; then
          echo "Performing Dell-specific operations..."
          NIC_SLOTS=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$SYSTEM_ID_URL/EthernetInterfaces" | jq -r '.Members[]["@odata.id"]')
          NIC_SLOT_DELL=""
          for NIC_ID in $NIC_SLOTS; do
              NIC_INFO=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$NIC_ID")
              MAC_ADDRESS=$(echo "$NIC_INFO" | jq -r '.MACAddress')
              if [[ "$MAC_ADDRESS" == "$HOST_MAC" ]]; then
                  NIC_SLOT_DELL="$NIC_ID"
                  break
              fi
          done

          if [[ -n "$NIC_SLOT_DELL" ]]; then
              HEALTH=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$NIC_SLOT_DELL" | jq -r '.Status.Health')
              STATE=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$NIC_SLOT_DELL" | jq -r '.Status.State')
              LINK_STATUS=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$NIC_SLOT_DELL" | jq -r '.LinkStatus')
              echo "NIC Slot: $NIC_SLOT_DELL"
              echo "Health: $HEALTH"
              echo "State: $STATE"
              echo "LinkStatus: $LINK_STATUS"
              if [[ "$LINK_STATUS" == "LinkUp" && "$HEALTH" == "OK" && "$STATE" == "Enabled" ]]; then
                  echo "Health check passed."
              else
                  echo "Health check failed."
              fi
          else
              echo "No NIC slot found for given MAC address: $HOST_MAC"
          fi
        elif [[ "$MANUFACTURER" == *"HPE"* ]]; then
          echo "Performing HPE-specific operations..."
          # Placeholder for HPE-specific commands
          echo "HPE-specific operations are not defined in this example."
        else
          echo "Unknown manufacturer: $MANUFACTURER"
